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Abstract

Wireless networks all over the world are being upgraded to sup-
port 2.5 and 3G mobile data services. GPRS and UMTS networks
in Europe, and CDMA 1xRTT and CDMA 2000 networks in the
USA and Asia are currently being deployed and tested to pro-
vide wireless data services that enable ubiquitous mobile access
to IP-based applications. In recent years a lot of attention has
been paid to improving the physical and the MAC wireless lay-
ers. Thus, advances in coding mechanisms, FEC, and scheduling
algorithms have been critical for the success of these technolo-
gies. However, despite the advances in layer-2 techniques and
the momentum behind these networks, surprisingly little atten-
tion has been paid to evaluate application performance over cel-
lular networks and how the different protocol stacks interact with
the wireless bearer.

In this paper we identify the main performance problems experi-
enced by transport-level, session-level and application-level pro-
tocols in Cellular wireless networks. We present our practical
experience results, and investigate how a a Wireless Performance
Enhancing Proxy can improve the performance over these net-
works.

1 Introduction

GSM networks all over the world are being upgraded to sup-
port the General Packet Radio Service (GPRS). GPRS provides
wireless data services that enable ubiquitous mobile access to IP-
based applications. In addition to providing new services for to-
day’s mobile user, GPRS is important as a migration step toward
third-generation (3G) networks. GPRS allows network operators
to implement new IP-based mobile data applications, which will
continue to be used and expanded for 3G services. In addition,
GPRS provides operators with a testbed where they learn about
the challenges and technical problems of deploying such a net-
work.

Over the last several years important advances have been made
in the lower layers of the wireless protocol stack. As a result,
new modulation protocols, smarter schedulers, and optimized er-
ror correction techniques were introduced. Despite the advances
in the wireless data link and MAC layers, little attention has been
paid to evaluation of the performance of the higher layers of the
protocol stack, e.g., TCP, HTTP, etc. Optimized wireless net-
working is one of the major hurdles that mobile computing must
solve if it is to enable ubiquitous access to networking resources.
However, current data networking protocols have been optimized
primarily for wired networks and do not work well in wireless
networks. GPRS wireless environments have very different char-
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acteristics in terms of latency, jitter, and error rate as compared to
wired networks. As a result applications experience unnecessary
losses, bursty behavior, slow response times, and sudden losses of
connectivity. This mismatch between traditional wireline proto-
cols and the wireless bearer can significantly reduce the benefits
provided by link layer protocols. Accordingly, traditional proto-
cols have to be adjusted and tuned to this medium.

Some of the performance problems observed in GPRS networks
have also been observed to some extent in other long-thin or long-
fat networks (e.g., Satellite, WLANs, Metricon Ricochet). How-
ever, little in depth analysis has been done about the real under-
lying problems that impact data performance over GPRS. In this
paper we investigate the performance of layers 4-7 of the protocol
stack over GPRS networks. We first analyze the characteristics of
a GPRS network and then study the performance issues of TCP,
DNS and HTTP.

To overcome the problems posed by wireless links we intro-
duce a Wireless Performance Enhancing Proxy (W-PEP) ar-
chitecture that attempts to handle the underlying characteristics
of GPRS wireless links. The W-PEP sits at the edge of the wire-
line network, facing the wireless link, and monitors, modifies,
and shapes traffic going to the wireless interface to accommodate
the wireless link peculiarities. W-PEP implements a number of
optimizations at the transport, session and application layers that
overall provide a significant improvement to the end user expe-
rience. It can also includes caching, logging and billing subsys-
tems. Some of these W-PEP proxies have been recently deployed
in wireless commercial networks primarily to enhance remote
Web access for business users using their laptops or PDAs. How-
ever, little data has been published about the real performance im-
provement provided by these W-PEPs. In this paper we present
one of the first studies of the real benefits of these proxies in 2.5G
GPRS networks.

The rest of the paper is organized as follows. The next section
discusses related work. In Section 3 we present a brief overview
of cellular wireless networks. Section 4 discusses the architec-
ture of the Wireless Performance Enhancing Proxy. Section 5
describes the latency components of a typical Web transfer in a
wireless link. Section 6 presents transport and session level op-
timizations. Section 7 discusses application level optimizations
and Section 8 compares then with transport and session level op-
timizations. Finally, Section 9 briefly discusses the impact of
different proxy deployment strategies and we conclude the paper
in Section 10 with some future work discussion.

2 Related Work

Previous solutions to improve data delivery in wireless data net-
works have been proposed at the physical, link and MAC layers
[1, 2, 3], at the transport layer (TCP optimizations) [4, 5, 6, 7, 8,



9] as well as at the application layer (data compression) [10, 11].
In the literature, physical/link/MAC layer enhancements have
been proposed that aim to provide improved scheduling algo-
rithms over wireless links to increase the total system through-
put [12, 13], provide fairness or priorities between the different
users, assure minimum transmission rates to each user [13, 14]
and incorporate forward error correction on the link to reduce
retransmissions. The scheduling algorithms aim to control the
system or user throughput at the physical layer. For data appli-
cations, it is equally important to consider the data performance
at higher layers in the protocol stack, especially at the transport
(TCP) layer. It has been observed that due to lower-layer retrans-
missions, channel condition changes, handoff delays or priority
scheduling the round trip time for TCP packets can abruptly in-
crease and lead to delay spikes over wireless links [7]. These
delay spikes may cause TCP timeouts, which triggers the conges-
tion control mechanism in TCP, leading to a decreased conges-
tion window size and consequently low throughput performance
[7, 8, 9]. Delay jitter algorithms have been proposed to mitigate
the effect of delay spikes. Techniques such as the ACK Regu-
lator [7] has been proposed to monitor and control the flow of
acknowledgment packets in the uplink channel and therefore reg-
ulate the traffic flow in the downlink channel of a wireless link.
The motivation for these solutions is to avoid buffer overflow
and the resulting congestion avoidance mechanism of TCP. Sim-
ilarly [15] proposes to avoid slow-start and congestion avoidance
all together by clamping the TCP window to an static estimate of
the Bandwidth Delay product of the link. At the application layer
several data compression techniques have been proposed [10, 11]
to increase the effective throughput of wireless links. Examples
include degrading the quality of an image, reducing the number
of colors, compressing texts, etc.

Several proxy based protocols have been proposed to fix TCP
problems over wireless links. Snoop [16] is a TCP aware link-
layer scheme that ‘sniffs’ packets in the base station and buffers
them. If duplicate acknowledgements are detected, incoming
packets from the mobile host are retransmitted if they are present
in a local cache. I-TCP [17] splits the TCP connection and uses
TCP over the wireless link albeit with some modifications. W-
TCP [18] proposes to split the connection at the base station.
Other more recent papers suggest the use of a small proxy at the
mobile host combined with a proxy on the wireline network to
implement a new transport protocol that replaces TCP [19].

Despite the large amount of work in this area, most of the re-
search in wireless performance enhancing proxies has focused
on solving the impact of highly lossy wireless networks on TCP.
However, as we will see in this paper, current 2.5G and 3G net-
works provide very strong link-level reliability mechanisms that
hide losses from the higher protocol layers. This suggests the
need for revisiting the use of performance enhancing proxies in
next generation wireless networks. In this paper we consider
the impact of Wireless Performance Enhancing Proxies in cur-
rent 2.5G and 3G wireless networks. We consider the range of
optimizations that can be implemented at the W-PEP at differ-
ent layer of the stacks, e.g., transport, session, and application.
We first discuss the existing problems and then we propose pos-
sible solutions that we validate by using data from real wireless
deployments.

3 Overview of Cellular Networks

GPRS networks represent an evolution of GSM networks and are
considered to be an intermediate step towards 3G networks, e.g.,
UMTS. That is why GPRS networks are given the name of 2.5G.
While GSM networks are mostly a European phenomenon, sim-
ilar efforts are under way in the USA and in Asia. For instance,
CDMA 1xRTT is the equivalent of GPRS in the USA market.
CDMA 1xRTT is supposed to evolve to the equivalent 3G stan-
dard, CDMA 1xEDVD, at about the same time when GPRS is
expected to evolve to UMTS. Despite the difference in the cel-
lular wireless standards in different countries, all these networks
share a similar set of problems. To better understand the prob-
lems posed by these networks we next show the result of a set of
pings through a live commercial GPRS network in Europe. Sim-
ilar results were obtained in other networks both in Europe and
the USA.

Pinging www.microsoft.com [192.11.229.2] (32 bytes):

Reply from 192.11.229.2: bytes=32 time=885ms TTL=109

Reply from 192.11.229.2: bytes=32 time=908ms TTL=109

Reply from 192.11.229.2: bytes=32 time=820ms TTL=109

Reply from 192.11.229.2: bytes=32 time=4154ms TTL=109

Reply from 192.11.229.2: bytes=32 time=870ms TTL=109

Reply from 192.11.229.2: bytes=32 time=1090ms TTL=109

Reply from 192.11.229.2: bytes=32 time=795ms TTL=109

...

Ping statistics for 192.11.229.2:

Packets: Sent = 80, Received = 80, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = 761ms, Maximum = 4154ms, Average = 1001ms

As we can see the average RTT delay measured by a ping request
is equal to one second. Moreover, the variability in the delay is
quite extreme, ranging from

�����
msec to � sec. An important

point to note is that there were zero losses. A deeper analysis
using tcpdump also revealed zero out of order packets. The main
reason for this is the strong link-layer reliability implemented by
cellular wireless networks. Cellular wireless networks implement
ARQ retransmissions, FEC, and other related techniques to en-
sure that packets are not lost or misordered by the air interface.
As an example, link-layer GPRS protocols provide
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packet

loss rates and similar values for out-of-order packet reception.
The fact that reliability is implemented at the link layer ensures
that higher layers see practically no losses or packets out of or-
der. However, the drawback is that the variability and value of the
wireless RTTs increases drastically. This is an inherent problem
of cellular wireless links that will not go away with the arrival of
3G wireless networks.

Another problem is the fact that these wireless networks have
a very low throughput. For instance GPRS networks provide
a throughput of 15-25 Kbps while CDMA 1xRTT provide a
throughput of 50-70 kbps for HTTP traffic. The fact that the
throughput is so low is due to a number of factors. First there
is a direct relationship between the long and variable RTTs de-
scribed before and the throughput. Second, there is an overhead
associated with the fact that multiple protocol layers are used over
the wireless interface. In a GPRS network the protocol stack usu-
ally consists of many layers, which add significant overhead: link
layer � link layer reliable protocol � link layer mobility proto-
col � ppp � ip � tcp � application. Finally, there is a signif-
icant overhead due to the fact that information needs to be pro-
cessed at multiple nodes in the carrier’s network, e.g., Base Sta-



tion, Base Station Controllers, SGSNs (Serving GPRS Support
Node), GGSNs (Gateway GPRS Support Node), WAP Gateway,
etc. All these factors play a significant role in limiting the maxi-
mum throughput that can be obtained through a wireless link.

These link layer problems require an in-depth study of their im-
pact on the higher layer protocols. As we will see in this paper, a
careful study of these problems and a set of intelligent optimiza-
tions techniques can overcome many of the problems that plague
GPRS links.

4 Wireless PEP

Wireless Performance Enhancing Proxies (W-PEP) are required
to minimize the big performance mismatch between terrestrial
and wireless links. By splitting the connection between the ter-
restrial and the wireless side into two different connections, W-
PEPs can significantly improve end-to-end protocol performance.
Previous work in wireless performance enhancing proxies as-
sumed high losses in the wireless links, however, 2.5 and 3G links
provide reliable and orderly delivery by implementing link-layer
reliability. As a result we consider it crucial to revisit the concept
of W-PEPs, taking into account the peculiarities of 2.5 and 3G
wireless networks.

The W-PEP can be located in multiple places in the network.
The most natural place is to collocate the W-PEP with the GGSN
since this the first IP node where all IP traffic is anchored from the
Base Station System (BSS) (Figure 1). Other locations could also
provide interesting benefits and a more distributed architecture
(e.g., at the SGSN, at the Base Station). However, deploying the
W-PEP at these locations would need substantial work since it re-
quires accommodating a layer 3-7 proxy between layer-2 nodes.
The W-PEP can be deployed using an explicit proxy configura-
tion or a transparent proxy configuration plus a layer-4 switch.
Later in the paper we will describe the benefits and drawbacks
of each type of deployment. W-PEPs provide a number of en-
hancements that improve the overall end-to-end user experience.
These optimizations cover transport layer optimizations, session
level optimizations and application level optimizations.
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Figure 1: W-PEP network architecture

Figure 2 shows the different layers of optimizations that can be
used to improve data performance across wireless links. At the
bottom of the stack solutions have been proposed to improve the
physical/link layer. These solutions are aimed at providing better
scheduling algorithms over the wireless links to increase the to-
tal system throughput, provide fairness or priorities between the
different users, assure minimum transmission rates to each user,
and incorporate forward error correction techniques on the link to
minimize retransmissions. These optimizations are usually im-
plemented at base stations or base station controllers. However,

for data applications, it is equally important to consider the data
performance at higher layers of the protocol stack, especially at
the TCP, session, and the application layer.

TCP optimizations try to minimize the impact that the wireless
link has on the TCP behavior. These optimizations are targeted
to minimize the impact of long and highly variable delays, spu-
rious timeouts, buffer overflows, temporary disconnections, etc.
The session layer optimizations try to minimize the amount of
DNS lookups through the air interface and ensure that TCP ses-
sions are kept alive over multiple downloads. Similarly, appli-
cation level optimizations include several data compression and
transformation techniques to increase the effective throughput of
the wireless link. Examples include degrading the quality of an
image, reducing the number of colors, compressing text, etc. One
important characteristic of W-PEP is that it does not require any
modifications to the client or server stacks and performs all the
optimizations transparently. This makes it very easy to deploy
and avoids the hassle of having to provide and maintain new pur-
pose build client software. However, we point out those opti-
mizations that would benefit more from having a special client-
software.

Application Optimizations

(e.g. compression)

TCP Optimizations

(e.g. Connection Sharing, ACK regulator)

MAC optimizations

(e.g. Qos, FEC, scheduling)

Session Optimizations
(e.g. DNS Boosting)

Figure 2: Protocol Stack Optimizations

In the rest of the paper we will show the performance benefits of
a W-PEP implementation. This implementation runs on Solaris
8 and enables TCP and session optimizations, application-level
optimizations, and caching. The W-PEP was tested on a GPRS
cell where several cell parameters could be configured. The pri-
mary cell parameters available for configuration were the num-
ber of time-slots available for GPRS traffic, the signal to noise
ratio, the amount of background traffic, and the duration of the
periods with no signal. For most experiments we considered a
typical average loaded GPRS cell with the following parameters:���

dB of SNR, phone with four downlink slots and 2 uplink slots,
background traffic of voice calls with

� �
seconds of active time

and
���

seconds of inter-arrival time exponentially distributed,
� �

background users, and no data slots being reserved exclusively
for GPRS traffic.

To remove dependency on the real Internet and its unpredictabil-
ity, we downloaded and hosted all necessary objects on our own
web server. We also hosted our own DNS server with all neces-
sary records to reproduce the exact setup of the target Web pages.

5 Latency Components

To have a better understanding of the different factors that deter-
mine the overall latency to download a document, we have dis-



aggregated the total download time of a document into various
components. To do this we use tcpdump traces. We try to deter-
mine the impact of: a) the time to resolve DNS names; b) the time
to establish TCP connections; c) the idle times between the end
of the reception of an embedded object and the beginning of the
reception of the next one; and d) the transmission time of the data
payload. We do not explicitly consider the processing time of the
server since we assume that in a wireless link, the server process-
ing time is negligible compared to the other latency components.
Figure 3 shows the GPRS latency components for the top-level
page of the 10 most popular web sites. These Top 10 pages are
described in table 6. From this Figure we see that time to deliver
the payload accounts for most of the latency (about

� � �
). This

is an expected result since the throughput of the GPRS link is
quite low. The idle RTTs in between GET requests for embedded
objects account for the second largest latency component, espe-
cially in pages with many objects. These idle times represent a
significant overhead since the RTT through wireless links can be
quite high. HTTP headers also account for a large overhead since
many objects in Web pages tend to be quite small and the Header
sizes could potentially be on the same order as the size of the
object itself (see Section 7.1).
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Figure 3: Latency Distribution (No compression)

At the transport and session layer, DNS queries and TCP con-
nection setups account for the smallest portion of the overhead.
Most of these overheads are barely noticeable in terrestrial links
with quite small RTTs. However, in GPRS links where RTTs are
in the order of seconds, these overheads can significantly affect
the end-user experience. In the next sections we describe in more
detail these overheads and identify solutions for some of these
problems.

6 Transport/Session Optimizations

TCP faces several problems in GPRS links. Given the Radio Link
Protocol (RLP) link-layer retransmissions, TCP sees very large
and variable delays. On top of this, the throughput of the wire-
less link is very small. The two possible options to deal with
these problems are to tune/alter the TCP/IP networking stack at
an intermediate node only (i.e., W-PEP), or to change/replace the
networking stack at the mobile host and intermediate node. The
latter approach may be based on a completely new transport pro-
tocol (e.g., based on UDP) that handles the particularities of wire-
less links and replaces TCP. This new transport protocol should
provide reliability, congestion control, flow control, and fairness.

However, TCP has proven to be a very flexible and robust pro-
tocol that can be adapted to many types of networks. Creating a
completely new transport protocol may not prove to be the most
efficient solution since one may end up re-implementing most of
the TCP features. Therefore, in this paper we propose solutions
that do not replace TCP but instead optimize it for cellular wire-
less links. These type of solutions can be implemented in an in-
termediate proxy such as the W-PEP and do not require any mod-
ifications to TCP/IP stack on either end of connection (servers or
mobile clients).

Before describing in detail the problems and solutions for TCP
performance in wireless links, we would like to have a rough es-
timate of how much improvement we should expect from TCP
optimizations. From Figure 3 we can estimate the best case sce-
nario for TCP and session-level optimizations. By eliminating
TCP setup, and removing DNS lookups, the best improvement
possible is about

��� �
. As we will see later, this number goes up

to � � � once the content is compressed since the relative impact
of TCP setup and DNS queries increases (See Figure 8). Next we
will consider how to deal with specific TCP problems in more
detail.

6.1 TCP Tuning

To better understand the problems of the TCP performance in
wireless links we run the following experiment. We first calcu-
late the FTP throughput obtained when downloading a large file.
Then we compare it with the throughput obtained when down-
loading a Web page of the same size using HTTP (the page had
10 embedded objects). The results can be seen in table 1.

Table 1 shows that the throughput provided by an FTP transfer
of a large file is quite close to the maximum TCP throughput
than can be achieved through the wireless link. The main reason
for this is that FTP uses a single connection and therefore TCP
connection setup overhead is very small. This result also shows
that the long-term throughput provided by the tested Solaris TCP
implementation is very good. We tested other OS stacks (e.g.,
Linux) and the performance was slightly worse, however, it be-
came comparable when tuning several important TCP parameters
in the manner that we will describe in this section.

When we compare the FTP throughput of a large file with the
HTTP throughput of a size-equivalent Web page, we see that the
HTTP throughput drastically drops from � ��� ��� Kbps to � ���
� � Kbps. This is due to the large number of TCP connections
opened by the browser and the DNS lookups needed to resolve
the domain names of embedded objects. In addition to the TCP
and DNS problems, HTTP also suffers from the fact that there are
multiple idle RTTs in between object requests since pipelining is
not enabled. We will later discuss in more depth the impact of
pipelining.

Table 1: TCP Throughput

Throughput (Kbps)

Maximum Airlink GPRS Rate 53.6
Maximum TCP Throughput Rate 43-45

FTP Rate 37-39
HTTP Rate 20-28

As discussed earlier in the paper, we will use a standard TCP/IP
stack and tune it to optimize TCP performance in GPRS net-



works. Different stacks require different levels of tuning, how-
ever, the optimal combination of TCP parameters should be the
quite similar for different OS implementations. In order to tune a
given TCP stack we consider critical parameters that could poten-
tially impact the TCP wireless performance. These parameters
include the maximum transfer unit size, the slow start window,
and several timers that determined the retransmission timeouts
calculation:

� a) A careful selection of the MTU allows for efficient link
utilization. Selecting a small MTU increases the chance of
a successful transmission through a lossy link; however, it
also increases the overhead of header to data. Selecting
a large MTU, on the other hand, increases the probability
of error and the delay to transmit one segment. However,
wireless links such as GPRS and CDMA provide low-level
techniques that strongly reduce the probability of loss. Hav-
ing large MTU has several benefits, such as a smaller ratio
of header overhead to data and a rapid increase of TCP’s
congestion window (TCP’s congestion window increases in
units of segments). As a result, a large MTU (

����� ���	� 
���

about 1460 bytes) may prove to be quite beneficial to opti-
mize TCP in GPRS networks.

� b) Traditional slow start, with an initial window of one seg-
ment, is too slow over wireless networks. Slow start is par-
ticularly harmful for short data transmissions [20], which
is commonly the case for web traffic. Increasing the ini-
tial slow start window (

����� �����	� �������	�
) to three to four seg-

ments may improve the transfer time significantly and there-
fore it is highly recommended as a possible TCP optimiza-
tion.

� c) An correct estimation of a connection timeout (RTO) is
very important since it may lead to unnecessary segment
retransmissions and a sharp decrease in TCP throughput.
To estimate RTO, the sender uses periodic measurements
of the RTT between the client and the server. However,
it takes several RTTs before the sender can efficiently es-
timate the actual delay of the connection. In between, many
packets can be retransmitted inefficiently. One way to min-
imize spurious retransmission due to incorrect RTT esti-
mation is to set the initial values of the RTT closer to its
real values in the wireless link. Thus, parameters such as����� �	��� ���������	����� �����!���!���

and
����� �	��� �"�!�

can play an im-
portant role in optimizing TCP performance.

To have a better understanding of the impact of a wrong es-
timation of the retransmission timer, in Figure 4 we show a
TCP trace for a page download from a standard Web server
which parameters have not been tuned for GPRS links. We
focus on the number of retransmissions that were received
at the client (marked by an # ). The results show that at the
beginning of the download the Web server has a completely
wrong (too short) estimation of the RTT, thus, it generates
many unnecessary retransmissions. As the download pro-
gresses the retransmissions disappears since the RTT esti-
mation improves. However, it takes about � � seconds for
the Web server to properly estimate the parameters of the
wireless connection and stop sending unnecessary retrans-
missions. This overhead can be catastrophic for short Web
transfers. We obtained similar results with other pages and
found that in many situations the number of retransmissions
accounted for up to

� � �
of the packets. As we will see later,

W-PEP solves this problem.
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Figure 4: TCP Behavior (W-PEP disabled).

6.1.1 TCP Parameter Selection

To determine the optimal TCP parameter mixture for GPRS links
we run an experiment where a

� �
KB file is downloaded mul-

tiple times with a different combination of the parameters de-
scribed in the previous section (

����� �$��� 
���

,
����� �����	� �������	�

,����� �	��� ���������	�����
, and

����� �	��� �"�!�
). We used all possible

combinations of these parameters with the following input val-
ues:

����� �$�	� 
���
 %
(Default, 1500, 1400, 1200) Bytes,����� �����	� �&�����	� �!���!�������('(����� �����	� �&�����	� ��
����)%

(Default, 4, 3,
2) segments,

����� ����� �!������������� �!���!���!���*%
(Default, 7000, 5000,

3000) msec, and
����� �	��� �"�!�+%

(400, 3000, 5000) msec, where
DEFAULT are the default TCP settings of the Solaris TCP stack.
The default TCP settings for Solaris 8.2 are: MSS = 536, Slow
start initial =4, Slow start after idle= 4, Retransmission initial
=3000, Retransmission min =400. We repeated each download
� � times, averaged the results, and compared them with the re-
sults obtained using the default TCP parameter setup. Due to
space limitations we are not showing here the complete set of
results for all combinations.

The measurements showed that most combinations provided little
benefit versus the default configuration, however, some of them
provided an improvement of up to

� � �
improvement over the de-

fault configuration. The optimal tuning configuration consisted
on: MSS = 1400, Slow start initial = 4, Slow start after idle =4,
Retransmission initial = 7000 ms, Retransmission min = 3000ms.
These results indicates that large MTUs, large values of the slow
start window, and values of the initial and minimum RTT that are
closer to those in the wireless links, can significantly improved
the overall performance of TCP. In addition to reducing latency,
having a better tuned TCP stack also improves bandwidth usage
since it decreases the number of retransmissions. To illustrate
this point, we now repeat a similar experiment than the one pre-
sented in Figure 4 using W-PEP with a tuned TCP stack. The
results are presented in Figure 5. We can note that with W-PEP
there are no retransmissions, even at the beginning of the con-
nection. We repeated the same experiment with many other Web
sites and we always saw a significant reduction in the number of
retransmissions. Without W-PEP, the number of retransmissions
for certain Web sites sometimes accounted for half of the data de-
livered, therefore, significantly reducing the available bandwidth
and download rates. Using W-PEP, on the other hand, the num-
ber of retransmissions due to spurious timeouts was negligible.



As a result, a well-tuned TCP stack can drastically improve the
wireless link efficiency.
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Figure 5: TCP Behavior (W-PEP enabled).

6.2 TCP Connection Sharing

In standard TCP/IP implementations each new TCP connection
independently estimates the connection parameters to match an
end to end bandwidth and round trip time of the network. The two
critical connection parameters that require estimation are RTT
and congestion window size. For each connection the estimation
process normally starts with the same default values, set in the
stack configuration. This estimation process takes several RTTs
to converge. In wireless links with very large and highly vari-
able RTTs, estimation process converges very slowly. For short
connections typical for Web access, it is common to have most
of the traffic flow over connections with sub optimal parameters,
therefore underutilizing the available capacity. It can be observed
however that RTT and congestion parameters for connections to
the same mobile host are likely to have very similar values, pri-
marily determined by device and network capabilities (e.g., num-
ber of uplink and downlink time slots), and by current network
load and conditions (e.g., current link error rate).

To minimize the amount of time required for TCP to converge
to the right connection parameters, we instrumented W-PEP TCP
stack to cache RTT and congestion window parameters of cur-
rently running or recently expired connections, and to reuse them
as a starting values for the new connections to the same mobile
host. A second advantage of this approach is that connection pa-
rameters are effectively estimated over considerably longer pe-
riod of time, spanning several connections to the same mobile
host. This provides for much better estimates of link parameters.
We set a timeout before the cached values expire to 2 minutes. If
there are no new connections to the same mobile host over this
period of time, the cached values are cleared. We found this value
to be a good heuristic timeout.

Whenever a new connection is initiated, W-PEP re-uses previ-
ously cached connection parameters. The new connection imme-
diately starts sending data at the same rate at which a previous
connection had been sending just before it finished. Therefore,
we virtually eliminate the overhead of the slow start phase of
most connections, the convergence process happens much faster,
and estimated connection parameters are more precise.

One drawback of this approach is that at the beginning of a given

connection W-PEP may produce bursts of data that are higher
than it would otherwise be the case; however, current GPRS net-
works provide large buffers that can easily absorb it.

To evaluate the performance of this TCP connection state sharing
technique we downloaded the Top 10 pages with and without this
feature enabled, and averaged the results over multiple rounds.
We used HTTP1.1 persistent connections. The results showed an
average improvement of

� � � over all pages. This is a significant
improvement that can clearly have an effect on end-user expe-
rience, and it does not require any modification of the client or
server TCP stacks.

6.3 Number of TCP connections

One of the main factors that impacts the performance of TCP
through GPRS networks is the number connections opened and
closed. Each time a new connection is opened, there is a corre-
sponding connection setup overhead which includes several idle
RTTs before TCP is able to fully utilize the available link capac-
ity. Next we study how standard browsers such as Netscape or
IE use/reuse TCP connections and what their impact is on GPRS
networks. To study this, we considered a page with � � embedded
objects and

� � � KB of data that was downloaded by the browser.
While the download was happening we collected TCP traces us-
ing tcpdump to study the dynamics of TCP. The traces where
captured on a Windows 2000 laptop. The address of the laptop
was 192.168.1.101. Version of IE used was 5.50. The IE was
set to use an explicit HTTP proxy at the address 10.40.0.112 port
8080. ”Use HTTP1.1 through proxy connection” (in IE Options)
was turned on. The collected traces cover the period time be-
tween the initial page request and when all its embedded objects
are received in full.

Figure 6: TCP Connection Behavior

Figure 6 shows a time graph of the TCP connections opened and
closed by the browser. From this figure we see that the total num-
ber of connections used to retrieve the page by the browser is
equal to

� �
connections (the first connection coincide with the be-

ginning of X axis on the graph, and can only be seen with appro-
priate magnification of this corner). All connections were closed
by the browser and not by the proxy or the server. The number
of connections used is very large. According to HTTP1.1 speci-
fications, browsers are supposed to use only two connections to
a proxy. In the same Figure we can also note that IE never uses
more then 2 connections in parallel, however, it routinely opens



new connections, just to close an ”older” connection in lieu of
newly opened one.

Table 2: Distribution of TCP connections

Connections Objects/Connection

1 1
1 15
1 7
1 2
6 1

Total 10 25

Table 2 shows a breakdown of number of URLs served per con-
nection. From this table we see that the bulk of objects is re-
trieved using 2 or 3 connections, however the rest of the connec-
tions are only used to retrieve 1 or 2 objects per connection. In
fact, in this experiment, 6 out of 10 connections were used to
retrieve only 1 object. We have conducted the same experiment
with other Web sites and we observed the same behavior.

To better understand this behavior we analyzed the source code
of TCP connection scheduler of Netscape browser. Next we
describe the algorithm used when a new object request is re-
ceived. We assume that the browser is explicitly connected to
the proxy, thus, all connections opened to the proxy can be po-
tentially reused to retrieve any object from any Web site.

if (num conn open < max conn) �
if (idle conn & !conn expired()) �

reuse conn();�

elseif �
open new conn();

close expired conn();�
�

elseif �
open new conn();

close oldest idle conn();�

The main motivation behind this algorithm is the following.
Browsers open multiple connections in parallel to fetch embed-
ded objects as fast as possible. The browser first opens a TCP
connection to fetch the home page (i.e., index.html file). If em-
bedded objects need to be fetched, the browser will try to re-use
any existing connections that have finished previous downloads
(i.e., idle connections) and that have not yet expired (as deter-
mined by the keep-alive timeout). If no connections are idle, the
browser will open new connections until it reaches the maximum
number of connections allowed. For an HTTP 1.1 browser in
explicit proxy mode this limit is usually two. Once the browser
has reached its maximum number of connections, if a new ob-
ject request arrives, the browser still creates a new connection.
At this point, the browser is exceeding its maximum connection
allowance. To balance the number of connections, the browser
closes the first connection that becomes idle or any connection
that has been active for more than the maximum allowed delay.

This is an aggressive behavior that prevents browsers from get-
ting slowed down by connections that are stalled. In a wireless

network, however, connections take a long time to complete. The
browser frequently thinks that the connection is stalled and opens
a new connection to try to get the download going as fast as
possible. At the same time it closes other pending active con-
nections that according to the browser’s algorithm are not pro-
gressing at a fast enough rate. This can lead to a behavior where
many connections are frequently opened and closed and a single
object can take a very long time to complete download since it
never gets to progress. This is counter productive in wireless net-
works since opening and closing many connections creates and
extremely high overhead that significantly increases the down-
load times. One way to overcome these problems is to ensure
that browsers for wireless networks try to keep a constant num-
ber of connections that they re-use them as much as possible,
and use connection timers that are in accordance with the de-
lays/throughputs of wireless links. These modifications require
slight changes or re-configuration of the client browsers.

Even though the number of connections should be kept constant
as much as possible, the number of connections should not be
very small to prevent stalled connections from delaying the over-
all download. In the next experiment we try provide some intu-
ition of why using a very small number of connections may not
be very efficient. To this end, we calculate the performance of a
file download using one single connection vs. four connections.
We consider a large 1 MB file. When using four connections, the
file is divided into four equal pieces and all of them are fetched
in parallel. The results show that the throughput obtained with
four connections is about

� � �
higher than with a single connec-

tion. One reason for this higher throughput is that multiple asyn-
chronous connections can better utilize the wireless link capac-
ity since some connections are able to grab additional bandwidth
while others are idle or slow. Another reason why having four
connections instead of one reduces the download time is because
it minimizes the impact of the idle times in-between requests for
embedded objects. The natural way to remove these idle times
is through the use of pipelining. However, some browsers do not
support it yet, and therefore, parallelizing requests over several
connections overcomes the drawbacks of not having pipelining
support. We will study further the impact of pipelining later in
the paper.

6.4 Temporal Block Flow Release

Wireless Base Station Controllers (BSC) and SGSNs allocate
wireless link resources to a particular mobile host only for a cer-
tain period of time. After a mobile host is idle for more than
a preconfigured period of time, the wireless link resources are
released. The logical resource in question is called TBF (tempo-
rary block flow) and we will refer to this behavior as TBF release.
This improves the utilization of a given GPRS channel since the
period of channel inactivity is limited. However, when the mobile
host comes back and starts requesting data again it goes through
the acquisition of a new TBF and associated time slot. Acquir-
ing a new TBF and time slot is an expensive process that adds
an initial latency before data transfer can be initiated. In the next
experiment we try to determine the TBF release timeout, i.e., the
idle period of time before the mobile host’s GPRS channel is re-
leased. To this end we periodically ping the W-PEP from the
mobile host with increasing pinging intervals. The following ta-
ble shows that there is a jump in the value of RTT when the time
between pings increases from

�
seconds to

�
seconds. This indi-

cates a TBF release timeout of around
�

seconds. This empirical



experiment to determine the TBF value was later confirmed by a
number of GPRS vendors.

Table 3: Ping times for different inter-ping intervals

Ping Interval (sec) Avrg. Ping Time (msec)

1 1667
2 1726
3 1664
4 1778
5 1726
6 2110
7 2551
8 2345
9 2123

10 2314

A TBF equal to
�

sec can create very frequent wireless channel
releases and acquisitions, especially given that user think times
in between page downloads are frequently higher than

�
seconds.

As a result when the think time between requests is higher than
the TBF value, the mobile host suffers an extra delay to acquire a
new GRPS channel before any data can be transmitted. In order
to determine the impact of the TBF release in a page download,
we consider the following experiment. We downloaded the Top
10 pages repeatedly, with a new page request happening

� �
sec-

onds after the end of the previous page download finished. We
then repeated the same experiment while having a background
ping from the W-PEP to the mobile host every

�
seconds. This

background ping happens before the TBF is released, thus, the
mobile host gets to keep the channel and does not need to re-
acquire on each page. Only one ping request is required per mo-
bile host to keep the wireless GPRS channel active. The results
show that keeping the GPRS channel and not releasing it in be-
tween page requests provides a

��� �
latency improvement. In a

real implementation this background ping should stop after the
mobile host inactivity period goes over a given threshold, e.g., 20
sec, to avoid flooding the wireless link with unnecessary packets
and to release the GPRS channel.

6.5 Session-level overheads: DNS

DNS is a session-level protocol that is used to resolve the server
names associated with all objects in a Web page. However, DNS
queries can have a significant impact in the GPRS performance.
For example, we observed that www.britannica.com has 14 dif-
ferent domain names used by objects embedded on its home page,
or www.cnn.com has 6 different embedded domain names. Per-
forming DNS queries through the wireless interface can dras-
tically increase the overall download time of this and similar
pages. The way of overcoming DNS delays is by caching DNS
responses and re-using them for a certain Time-to-live without
having to re-contact the DNS server each time a given domain
is accessed. However, popular domains names are frequently
served by content distribution networks, which set very small
TTLs in their DNS responses. When TTL response is very small,
the browser has to repeat the same DNS query over and over
again to resolve a given domain name. Performing repeated DNS
queries through terrestrial links may not have a significant per-
formance impact; however, in wireless links this can be a source
of major overhead.

In order to estimate the impact of DNS queries we conducted the
following experiment. We download the main CNN page with all
its embedded objects. First we download it ensuring that all DNS
lookups required to resolve the embedded domain names happen
trough the GPRS link. Then we repeat the same experiment with
all DNS lookups being satisfied from the local DNS cache, thus
avoiding the GPRS link. To make sure that in the first experi-
ment DNS lookups were not satisfied from a local client DNS
cache, the DNS Time To Live key value was set to 0 in the Win-
dows registry, and IE was restarted after every run (IE keeps its
own DNS cache). The results obtained show that avoiding DNS
lookups over the wireless interface reduces the response time by� � �

. This is a significant time reduction that requires special at-
tention. There are several ways to fix this problem by having the
proxy do the lookups over a terrestrial link in a transparent way.
However, due to its lengthy considerations we prefer to make this
the subject of another paper [21].

To summarize the results presented in this section, a well-tuned
wireless TCP stack can provide significant reduction in the user
perceived latency. Such a wireless TCP stack should avoid slow-
start as much as possible by sharing connection information with
other connections, having a large initial window and a large
MTU. Moreover, a well-tuned TCP stack should avoid spurious
timeouts through a better estimation of the wireless link RTTs
and should avoid frequent GPRS channel releases in the middle
of a transaction. The number of TCP connections used can also
have a large impact in the overall download time. Having a large
number of TCP connections that are not properly re-used can
seriously harm the end-user performance, while very few con-
nections may not be able to gather the entire available wireless
throughput. Similarly, too few connections may not able to offset
the overhead caused by idle RTTs when pipelining is not avail-
able. Finally, session-level overheads such as DNS lookups can
account for a large portion of the overall latency and require in-
telligent mechanisms to push such overhead to the wireline net-
work.

7 Application Level Optimizations

Application level optimizations are intended to minimize the
overhead of the application level protocol (e.g., HTTP) and to
minimize the time to delivery the payload. Figure 3 showed that
payload transmission time accounts for the major portion of the
delay since the bandwidth of the GPRS link is quite low. The
idle time in between object requests (GETs) as well as the HTTP
headers also account for a large portion of the total delay, how-
ever, its significance depends on the number of objects in a given
page. Pages with a large number of small objects have a higher
number of idle RTTs and higher proportion of HTTP headers to
content, while pages with a low number of large objects barely
experience these kinds of overhead.

Given that the time to deliver the payload accounts for most of the
transmission time, minimizing the amount of data delivered will
significantly reduce the total download time. To this end we have
instrumented the W-PEP to intercept all Web requests and pro-
cess the responses before passing them to the mobile host. Once
W-PEP downloads the Web document requested, it performs the
following actions: a) transform the page format into a suitable
page format readable in the mobile host. If the mobile host is a
laptop then there is no page transformation; b) lossless content
compression, e.g., compresses text/html files; c) lossy compres-



sion of images. Regarding lossy compression, W-PEP has sev-
eral adjustable levels of compression which can be configured by
the W-PEP administrator, the content provider, or the end-user.
The number of parameters that can be adjusted include: number
of colors in a GIF, level of quality degradation in JPEGs, and
whether animated GIFs should be converted into static ones or
not.

7.1 Compression Results

Next, we present the compression factors attained by W-PEP on
different types of Web pages. We focus on optimizing the down-
link channel since it carries most of the data in WEB applica-
tions. We assume that the page is already pre-formatted to fit
the device screen, and therefore, we do not consider the impact
of content transformation. Instead, we measure the compression
achieved by W-PEP through lossy or lossless compression. For
lossless compression, W-PEP used gzip on all possible content-
types. Some servers already support gzipping of text/html con-
tent, however, we found that most pages were uncompressed, and
therefore, W-PEP had to compress them. Recent versions of most
browsers support the reception of compressed content, which is
uncompressed on the fly. For lossy compression we selected

���
colors for GIFs, no animated GIFs (in banners), and a level of
JPEG quality degradation that was barely perceived by the human
eye. W-PEP caches all transformed content, thus, it only needs
to compress it or transcode it once and then multiple requests
for the same object can be served from the cache, substantially
increasing scalability.

We first consider three different Synthetic Pages that were cre-
ated to represent three typical pages. We consider a text-only
page, a mixed page with text and images, and a heavily loaded
image page. The page-compression results obtained by W-PEP
are presented in table 4.

Table 4: Compression Factors. Synthetic Pages.

Type Objects Size Compression

Text Only 1 15 KB x5.6
Mixed 4 12 KB x3.1

Large Images 10 560 KB x7.5

From these results we see that the amount of data coming out
of the W-PEP, and traversing the wireless link, is much lower
than the amount of data coming into the W-PEP from the Inter-
net (about � to

�
times less). The page with the large images

as well as the page with the large portions of text can be highly
compressed since images and text usually have a large number
of redundant information. However, the mixed page with multi-
ple smaller objects is less compressible since compression algo-
rithms do not tend to work well on small chunks of information
(such as small GIF images).

We repeated the same experiment using the Top 100 pages to un-
derstand how W-PEP would behave in a real scenario. The results
obtained are presented in Figure 7. The average compression fac-
tor for the Top 100 pages is ��� � � , however, some specific pages
with large portions of text and highly compressible images can
be compressed by a factor close to

�

Table 5 presents the compression factor for each content type in-
dividually as well as the percentage of a page corresponding to
each type. We can see that GIFs as well as HTML content amount
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Figure 7: Page Compression Distribution (100 Top Pages)

for a large portion of all files and can be highly compressed,
which helps achieving a high overall compression factor.

Table 5: Compression Factors by Content Type.

Content Type % of Content Compression Factor

Octetstream 0.45 x2.3
Xjavascript 4.50 x2.73
Xpotplus 0.60 x2.5

Xshockwaveflash 0.68 x3.1
GIF 77.33 x2.44

JPEG 4.80 x1.93
PNG 0.38 x1.92
CSS 0.23 x4.94

HTML 8.41 x3.84
Text/PLA 0.60 x3.45

Given the amount of overhead caused by HTTP headers (Fig-
ure 3), we now try to estimate how much benefit would be ob-
tained by compressing the response HTTP headers. For pages
with many small objects, HTTP headers can account for a large
overhead and header compression would certainly be beneficial.
Current servers do not support compression of HTTP headers.
Despite this, we consider the compression factor that could be
obtained when gzipping the response HTTP headers at the W-
PEP and unzipping them at the mobile host. Note that this would
require some special uncompressing client software since current
browsers do not support uncompressing HTTP response headers.
The average data compression factor obtained when compressing
HTTP response headers is a

��� �
higher than without compress-

ing them, which is quite significant.

7.2 Acceleration Results

Given the compression factors calculated in the previous section
we would like to determine how this data compression factors
translate into a latency reduction experienced by the end user. To
this end we calculated the compression factors and the latency
reduction seen by the end user for the Top 10 Web pages (see
Table 6). The results of this calculations are shown in Table 7.
The latency reduction is calculated as the ratio between the total
page download time with W-PEP and without W-PEP. We can
see that the average latency reduction for these pages is ��� � � ,
and the average compression factor is ��� ��� . The average ratio
between latency/compression is

�
�

� � , thus, the compression fac-



tor for most pages is higher than the latency reduction achieved.
This indicates that there is not a perfect direct translation between
compressing data and reducing latency, though, the correlation
is quite high. This is caused by other overheads that are not
affected by compressing data (e.g., idle RTTs, TCP connection
setup, DNS lookups, etc.) and that still accounts for a significant
portion of the total download latency as we will see later.

Table 6: Top 10 Web sites.

Name Objects Domains Size (KB)

1-Altavista 6.00 3 25.4
2-Chek 14.00 1 37.7
3-CNN 36.00 8 185
4-Excite 16.00 5 55.4

5-Fortunecity 36.00 7 142
6-Go 16.00 2 33.7

7-Google 2.00 1 10.3
8-Lycos 5.00 3 30.3
9-MS 16.00 2 87

10-Yahoo 4.00 2 37.4

Table 7: Top 10 Web sites. Compression vs. Acceleration

Name Compression Speedup

1-Altavista 2.15 1.51
2-Chek 2.77 1.67
3-CNN 2.72 2.8
4-Excite 3.46 2.43

5-Fortunecity 3.46 1.97
6-Go 3.66 1.72

7-Google 3.96 1.76
8-Lycos 4.09 1.76
9-MS 3.95 2.37

10-Yahoo 3.53 3.18

To better understand how different factors affect the overall la-
tency after compression has been applied, we re-calculated the
results of Figure 3. The new latency distribution with compressed
data is presented in Figure 8. From this Figure we see that pay-
load’s transmission time has been reduced substantially and ac-
counts for a much smaller portion (about � � � ) of the total la-
tency. This causes other latency factors such as idle RTTs, or
HTTP headers to account for a much higher portion of the delay,
sometimes equal or more than the actual payload delivery.
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Figure 8: Latency Distribution (Compression).

7.3 Impact of Pipelining

We will now consider the impact of pipelining. Pipelining is re-
quired to avoid the idle RTTs that occur when browsers wait until
an embedded object is fully received before requesting the next
object. This overhead can be quite important for GPRS links
since the RTT delays through a GPRS link are usually over one
second. One way to avoid these idle RTTs is by requesting a
given embedded object before the previous one has been fully
downloaded. This is known as request pipelining and its bene-
fits have been well studied in the past on wireline and satellite
networks. To estimate the benefits associated with pipelining
in a cellular network, we compare the latency obtained when
downloading the Top 10 Web pages with and without request
pipelining. The results obtained are presented in table 8. This
table shows that the speedup factor obtained when pipelining is
turned on is ��� � � , which is a � � � improvement versus not having
pipelining (table 7). Similar results were obtained in [22].

Table 8: Top 10 Web sites. Pipelining Improvement

Name Speedup (Pipelining)

1-Altavista 1.87
2-Chek 2.42
3-CNN 4.42
4-Excite 4.13

5-Fortunecity 3.57
6-Go 2.96

7-Google 2.00
8-Lycos 2.36
9-MS 3.25

10-Yahoo 3.59

Assuming that pipelining was turn on, we now attempt to deter-
mine whether the relationship between compression and latency
reduction improved. To this end we compare the latency reduc-
tion obtained with pipelining vs. the compression factors. (We
do not show the individual results for each page.) The results
obtained show a new average ratio between latency reduction
and compression of

�
� � � versus

�
�

� � without request pipelining.
This indicates that when request pipelining is employed, gains
achieved by data compression translate almost fully into a latency
reduction factor.

Despite the advantages of pipelining, especially in wireless net-
works, most servers still do not support it. Browsers, on the other
hand, frequently support request pipelining. In order to enable
request pipelining through the wireless link, W-PEP supports re-
quest pipelining. Pipelining is not always supported in the wire-
line connection to the origin servers. But having W-PEP imple-
ment pipelining over the wireless link provides most of the bene-
fit since the wireless link dominates the end-to-end latency.

8 Comparison

In this section we try to determine the relative impact of the
different optimizations presented in this paper. We compare
transport-level optimizations with application-level optimiza-
tions. To do this, we measured the latency of downloading
certain Web objects when W-PEP performs only transport-level
optimizations, and when W-PEP performs both transport-level
and application-level optimizations. The application-level opti-



mizations included pipelining and compression of Web objects
(lossless and lossy). The transport-level optimizations consid-
ered were TCP tuning, TCP connection sharing, TBF release
avoidance, use of two persistent TCP connections, and no DNS
lookups.

We first compared both sets of optimizations for a large object,
a � � � KB image, and then we repeated the same experiment
with a Web page. In Figure 9 we show the speedup obtained
when downloading this large image for the cases of no W-PEP,
W-PEP with transport-level optimizations only, and W-PEP with
transport-level and application-level optimizations. From this fig-
ure we see that relative benefits obtained from optimizing long-
term TCP behavior are quite small (about

� �
). Compressing the

large image, on the other hand, provides a compression factor
over

� � � �
with very small visual perception impact. It is clear

from this example that application-level optimizations are much
more important than transport-level optimizations when consid-
ering a large single object that is highly compressible.
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Figure 9: Comparison between application-level and transport-
level optimizations. � � � KB image.

In Figure 10 we repeated the same experiments for a typical Web
page. For this purpose we use a

� � �
KB page with

�
embedded

objects, and � different embedded domain names. Given that this
page has multiple objects and it is hosted in several different do-
main names, the overhead of DNS lookups and TCP connection
setup is much higher. Using the previously mentioned transport-
level optimizations, the speedup obtained equals � � � instead

� �
obtained with a single large object. Transport-level optimizations
provide better results in this case since the complexity of the page
is higher, with many objects hosted in multiple domains, which
is the case of many popular Web sites. Regarding application-
level optimizations, we note that they do not work that well with
the tested Web page since the objects were quite small and not
very compressible. The actual speedup obtained when compress-
ing text and images on the tested Web page was close to � � � � ,
which is a much lower number than the

� � � �
obtained previ-

ously with a single large image. Still this factor is much higher
number than the � � � provided by the transport-level optimiza-
tions alone. Therefore, application-level optimizations amount
for a larger portion of the overall latency reduction, although
their relative impact highly depends on the type of pages and their
complexity.

9 W-PEP Deployment Strategies

Transparent proxy deployments account for more than � � � of
all ISP cache deployments [23]. The main reasons why system
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Figure 10: Comparison between application-level and transport-
level optimizations.

� � �
KB page.

�
embedded objects. � differ-

ent domain names.

administrators prefer to have a transparent proxy rather than an
explicit proxy is because explicit proxies require configuration
of the client’s browser/OS. Despite the repeated attempts at stan-
dardization, there is no single proxy discovery protocol that is
widely supported by caching vendors and browsers. In addition
to the lack of client configuration required by transparent proxies,
system administrators also prefer transparent proxies to explicit
proxies for security reasons. First, administrators are hesitant to
expose the proxy’s IP address to the public, which is a prereq-
uisite to make explicit proxy configurations work. Instead car-
riers prefer to use transparent proxies since they can be hidden
from both the servers and the clients. Second, administrators fre-
quently want to enforce client requests to travel through a proxy
where they implement content blocking or different classes of
service. With explicit proxy, clients could modify the browsers
configuration to try to bypass the proxy and obtain access to pre-
ferred or blocked services.

As a result, wireless carriers prefer transparent W-PEP deploy-
ments rather than explicit ones. However, as we will see in this
section, transparent proxy deployments in wireless networks have
a serious performance drawback with respect to explicit proxy
deployments. The reasons for this are that with explicit proxy
deployments browsers do not perform any DNS lookup over the
air interface. Moreover, browsers only keep a fixed number of
connections open to the proxy that they reuse to fetch objects
from multiple servers. With transparent proxy deployments, on
the other hand, browsers act as if they were talking to the ori-
gin servers directly. Browsers perform DNS queries and open
multiple connections over the wireless interface for each new do-
main name visited. While this overhead may go unnoticed in
wireline networks, in wireless networks with large and variable
delays these factors can have a significant impact.

To be able to quantify the performance impact of having a trans-
parent proxy deployment vs. an explicit proxy deployment we
performed the following experiment. We took the Top 10 pages
and downloaded each multiple times averaging the results over
an explicit and a transparent proxy configuration. The results
showed that an explicit proxy configuration provides a

�
� � � aver-

age latency reduction with respect to a transparent configuration.

These results show that deploying a W-PEP in a transparent mode
causes a significant penalty to the end-user experience that should
not go unnoticed by wireless carriers. One interesting challenge
is being able to use a transparent W-PEP deployment to enjoy
client-free configuration and advance control and security fea-



tures, and at the same time emulate the performance obtained
with an explicit proxy configuration so that the end user does not
suffer a reduction in user experience. Some of these techniques
can be found in [21].

10 Conclusions

In this paper we have identified the main problems experienced
by Web applications in 2.5G and 3G wireless networks. We have
considered the problems at each layer of protocol stack sepa-
rately, e.g., transport, session, and application. Given the pecu-
liarities of these wireless networks with very large and highly
variable latencies and low throughputs, we introduced a Wire-
less Performance Enhancing Proxy (W-PEP). The W-PEP does
not require any modification to the sender or the client’s stack,
and it can be deployed completely transparently at the border be-
tween the Wireline and the wireless network. We showed that
the suite of optimizations implemented at the W-PEP can pro-
vide significant latency reduction to the end user, thus, fostering
the utilization of such links to access Web content.

As possible future directions of this work we are considering use
of W-PEP to handle temporary loss of connectivity, (e.g., when
users go inside a tunnel) or how it can be used to minimize the im-
pact when the mobile user switches access networks, e.g., GPRS
to WiFi. Finally, other possible areas where W-PEP could im-
prove performance are dynamic content acceleration, wireless
gaming or streaming.
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